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Introduction
This guide assists the completion of the DPP’s Committed to Security
Production Checklist.
The self-assessment checklist is intended for any supplier who works
with the transfer, storage and processing of digital content.
By completing the Production Checklist successfully, a supplier will be
able to demonstrate they follow and implement cybersecurity best
practice for the media industry, and proactively address cybersecurity
issues as they are found.
Upon successful completion of the Production Checklist the supplier
will be awarded an annual renewable license to use the Committed to
Security Production mark, which can then be used to provide assurance
to customers and for promotional and marketing activities.

Who should complete the Production Checklist?
The Production Checklist should be completed by suppliers. The term
‘supplier’ in the Production Checklist refers to any company that is
supplying a service e.g. a post production or VFX facility, digital agency,
provider of cloud based applications or services, broadcast technology
manufacturer, internal technology department and so on. The term
‘customer’ in the checklist refers to a company buying a service from
such a supplier e.g. a production company, online channel, broadcaster
or distributor.
The Committed to Security Programme awards the DPP Committed
to Security Production mark to any supplier that has successfully
completed the Production Checklist (subject to the Terms and
Conditions of the programme).
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An overview of the Production Checklist
The Production Checklist contains a number of controls spread across
distinct sections as detailed below:

1

SUPPLIER CONTACT DETAILS AND DECLARATION

2

POLICIES AND PROCEDURES

3

PHYSICAL SECURITY

4

INCIDENT MANAGEMENT AND RECOVERY PLANNING

5

IT SECURITY

6

COMMERCIAL AND LEGAL CONSIDERATIONS

7

TRAINING AND AWARENESS

8

LONG TERM PRESERVATION
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How to complete the checklist
The Production Checklist comes in a spreadsheet format and consists of
two sections. The first section should be used to insert the details of the
company completing the checklist.
It contains the following fields which must all be completed.
•

Company Name

•

Checklist Completion Date

•

Address

•

Signature

•

Company Contact

•

Signatory Name

•

Job Title

•

Signatory Job Title

•

Email

•

Signature Date

•

Mobile

Most of the fields are self explanatory. However additional guidance is
provided for some of them as follows:
Company Contact
The Company Contact should be someone who can be contacted if
there is a query in relation to the checklist. Typically the contact should
be someone who is responsible for the checklist – although that might
be different from the person who signs the checklist.
Checklist Completion Date
Enter the date the checklist was completed.
Signature
The person signing the checklist must be authorised to do so by the
Company. The signatory should therefore be the person accountable for
cybersecurity for the company.
The signature can be a valid digital signature or the form can be printed
out and signed by hand.
If the form is signed by hand the completed checklist must then be
scanned. The scanned version or the digitally signed version should be
submitted electronically to the DPP for evaluation (send via email to
cybersecurity@digitalproductionpartnership.co.uk).
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Controls Section
The lower part of the spreadsheet is a table that describes the controls.
For each control a declaration of applicability and compliance is
documented.
The following column headers are present:
Control Reference
The numeric identifier for the control.
Description
A text based description of the control.
Applicability
Yes/No field to capture if the control is applicable to the supplier’s
product or service.
If a control is not applicable then No should be selected, and a brief
explanation should also be provided in the column titled Detail of
Non-Conformance.
Do you comply?
Yes/No field to capture whether the supplier complies with the control.
If the supplier complies, then Yes should be selected as the option and
further details should be provided in the Implementation Method
column (see below). The status should be set to Implemented in the
Status column.
If the supplier does not comply then No should be used and further
details should be provided in the Detail of Non-Conformance
(see below). The status should be set to In-progress or Planned (as
appropriate) in the Status column.
Implementation Method
In this column details of controls implemented in order to comply should
be provided. Reference can be made to a document (policy/procedure/
working instruction etc.). Alternatively a description can be provided of
the procedure in use, or technology/service/product being used.
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Status
There are three status options to choose from.
•

Implemented
Where a control has been fully implemented.

•

In-progress
Where work to meet the requirements of a control has begun but
not been fully implemented.

•

Planned
Where work has not yet started but is scheduled to start. In this
instance the start or completion dates should be provided in the
Detail of Non-Conformance column.

Detail of Non-Conformance
This column should be completed if a control is not applicable and
should be used to provide a brief explanation of the reasons why the
control is not applicable. It should also be used if a control is noncompliant – i.e. the control is in a Planned or In-progress state. In this
instance details should be provided of any planned works including
forecast dates of start, completion or mitigation. The planned works
should be completed prior to next renewal.
Mappings against other standards and recommendations (NIST,
ISO27001:2013, EBU R143, CDSA CPS, MPAA, CSA CCM)
The Production Checklist has been mapped against controls in the above
standards and recommendations, to ease completion and to assist the
supplier in the planning and review of its implementation approach.
See the full list of references on page 17.
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The Checklist Controls
1

Policies and Procedures

1.1 Written security documentation available, such as copies of
information security policies and processes for content and
site security
Information security policies and processes are created by organisations
to manage cybersecurity risks, and to protect the digital content they
hold. The real cost to a production company of having to reshoot
programme material that had been lost, stolen or corrupted would be
enormous. So it is imperative for customers and suppliers to know that
rushes – and other forms of content – are safe wherever they are stored.
To comply with this control, information security policies must be created
and communicated. They should set the overall framework for how an
organisation manages and classifies information from the point of view of:
•

Confidentiality:
How can you ensure only the appropriate people have access to the
information?

•

Integrity:
How can you know that digital content won’t be lost, damaged or
manipulated?

•

Availability:
How can the customer access the information when they need to?

While this guide focuses on digital content, in practice information
security policies and processes should cover all information including
printed material.
Information security policies are at the core of any security management
system. Such policies may be designed from scratch to suit the specific
needs of an organisation; or they may be adapted from existing policies
used by others. What’s really important however is that information
security policies should feel appropriate to an organisation and,
above all, usable.
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The level and type of documentation will vary depending on the nature
of your organisation.
A cloud based supplier that stores or processes content would need to
ensure that they have documented all of the steps taken to secure their
software, and have robust quality assurance and change management
processes in place. A post production facility, on the other hand, would
need to document the measures in place to ensure the security of
content while in their building.
Any documentation produced needs to be reviewed and updated on a
regular basis and any new practices must be carefully introduced and
documented under clear change control processes.
The documentation must be easily accessible (for example available to
download from the company intranet) and regularly communicated
to staff (for example, part of the company induction process or its
employment contracts) or anyone else who has access to the
information and content handled by the company.
1.2 Appropriate leadership structures in place, including a named
person or persons responsible for information security, with
named roles and responsibilities
An information security policy within any organisation requires
engagement from the leadership team.
The effectiveness of any risk mitigation and security controls can only be
achieved through a clear mandate from the leadership team.
To comply with this control there should be a named individual at a
senior level who will take overall responsibility for security. In a large
corporation, this will probably be the Chief Information Officer (CIO) or
similar, but in smaller organisations the security responsibility will rest
with someone who also has other roles. For those smaller organisations
it is likely to be appropriate for the most technically competent
individual also to have responsibility for information security.
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Flowing down from the senior responsible role, there will be other
named individuals at management and operational levels who will carry
out the day-to-day security functions.
This team structure must be documented in the security policy (it
could be a separate document) and it should be communicated widely
across the organisation. Customers may also wish to see this structure,
so it should be in a form that can be shared. Clearly some of it may be
confidential, so it may need to exist in different versions.
The policies must be available and understood by all staff or freelancers,
and regularly reviewed. The responsible person should be the champion
of good cybersecurity practices, and be empowered to take decisions in
relation to security issues.
Where relevant, in each team structure there should be an individual
who takes the lead on security, and mentors and assists the team to
introduce and maintain secure working practices. This too should be
documented in the organisational structure.
1.3 Background screening of staff undertaken, where appropriate
(e.g. DBS, KYC checks)
Suppliers who process sensitive or high value content should consider
whether it is appropriate for some of their staff to undergo background
screening checks, such as Know Your Customer (KYC), or the UK’s
Disclosure and Barring Service (formerly CRB).
Some cloud based vendors and facilities houses may also consider
performing these checks on staff (or in some cases customers) that have
access to critical systems or core parts of their data centre.
1.4 Information provided to customers on request about where
digital content is/will be stored, together with policies
outlining acceptable use of that data
Before any organisation can begin protecting digital content it needs
to know where within its systems that content is stored – and not only
customer content but also any data of its own. For this it needs a record
of where different data is being stored, and what the risks are relating to
its confidentiality, integrity and availability.
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To comply, companies must be able to demonstrate that they know
where content and data is stored and be able to demonstrate that they
have processes in place to deal with any customer queries that may
arise around this control. They should also have a policy describing the
acceptable use of that content.
For large volumes of content, and in large organisations, there is likely
to be an asset management system; but smaller organisations may use
spreadsheets. If a register is used to maintain a log of content, it needs to
be updated on a regular basis and the updating and maintenance of this
information needs to be documented so that if a key staff member was
to leave or fall ill, content can still easily be traced.
Cloud based suppliers may store content in various different cloud
platforms such as Amazon, Microsoft, Google, or in private clouds.
Likewise, facilities houses could store content on servers, tapes and
online. It is important to log where content is being stored because
sometimes additional security measures, not offered by the current
storage location, may be required. By going through the logging process,
a clear understanding can also be achieved of who should and shouldn’t
have access to that content.
It’s important that the information security policy is augmented with
an acceptable use policy. An acceptable use policy establishes the
framework for how an individual or organisation uses information, and
what is expected of them.
1.5 Organisational policies in place regarding the risks of social
media
Social media is now pervasive in the workplace, but social media
platforms are also a prime target for cyber criminals. The important role
of social media, combined with the high level of risk, means they require
special attention.
The risks associated with social media are not limited to cyber crime;
there are also potential legal issues around confidentiality, defamation,
discrimination and regulatory breaches.
To comply with this control the supplier must have a written policy
covering social media so that all staff are made aware of and understand
their responsibilities. A good social media policy will help reduce risks
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such as the inadvertent breach of non-disclosure agreements, accidental
sharing of plot lines or the publication of photographs without permission.
Many of the elements needed for a social media policy will already exist
within other policies, such as HR policies or Acceptable Use policies
for IT. However, it is still worth collecting together relevant aspects of
these policies to form a comprehensive single social media policy. Some
technical tools are available to help staff manage social media accounts.

2.1 Appropriate physical security measures (such as 24/7
security guards, use of CCTV, monitoring of guest visits,
intruder alarms) in place and utilised
Physical security measures need to be proportionate to the value of
the assets being protected. Such measures will vary enormously: a
post production facility needs to be a welcoming environment, while a
data centre requires security measures similar to a high security prison.

A good policy will strike an effective balance between use of social
media for work purposes and use of social media for private life.
Continual training and appropriate guidance on what is and isn’t
business data will help provide clarity among your users and thereby
help to reduce the risks.

Typically a supplier of online services will ensure the security of any
physical assets by making use of highly secure third party data centres,
rather than by providing exceptional security at its own corporate
offices. In this situation the customer needs to know that the supplier
always uses data centres that have the highest level of security. Highly
protected data centres are known as Tier 4.

1.6 Existing adherence to cybersecurity standards and
recommendations (e.g. one or more of ISO27001:2013, CDSA,
MPAA, CSA, NIST, EBU R143, or Other. Please provide which
standards are met in the Implementation Method and if
response is Other provide more details)

The following are characteristics of a highly secure data centre, and
can be used as a guide to possible physical security measures at other
facilities or offices, as appropriate:
•

Buildings are inconspicuous and unmarked

A whole range of industry standards, best practice guides and
recommendations exist to support effective cybersecurity. The list
presented above is not exhaustive; but it aims to present the ones that
directly relate to the media industry.

•

High security perimeter fencing

•

Multiple surveillance cameras covering all doors, loading bays and
corners of the building

•

Barriers for vehicles

•

Number plate recognition systems for vehicles

•

Entrance doors with intercom systems

•

Door glass covered in blast resistant film

•

Zoned holding areas with turnstile access

•

Entry via official photo ID, validated against a secure access list

•

Signing-in register to access any additional areas

•

CCTV cameras running 24 × 7 × 365

•

CCTV footage stored for minimum of 90 days

•

External emergency phone systems in addition to normal
phone systems

•

Control room for monitoring building systems (such as heating,
ventilation, and cooling)

As part of compliance with this control a supplier should provide
certification details relating to any formal security standard with which
they already comply.
It should be stressed however that it is not essential to the successful
completion of the DPP Production Checklist to hold such certifications.

2

Physical Security

Much of the checklist refers to how security is achieved through the
design and operation of IT systems. This part of the checklist however
examines the protection of physical assets (such as memory cards, hard
drives and servers) and the access people have to them. It covers a range
of practical and pragmatic measures to ensure the physical security of a
location in which content is going to be stored or processed.
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•

Biometric scanners to enter restricted areas – such as server
rooms, corridors etc.

•

Dedicated cages for private server bays

2.2 Physical access to security sensitive locations is restricted by
use of enhanced security measures such as additional locks
and access control technologies
To comply with this control suppliers should ensure that important
locations – such as server rooms, edit suites, archives – that require
access to be restricted to certain individuals, make use of entry
control systems such as keypads or smart cards. If such a system is
implemented, then logs should also be kept, providing details of who
has accessed the location. These logs should be kept sufficiently long
that if a security breach occurs, they can help resolve the issue.
Important rooms, such as those in a post production facility, may require
more than a simple single lock. Keys should themselves be kept securely
and a process put in place – such as a signing-out book – to keep track
of usage. Windows and glass may also need to be frosted or to have
covers such as blinds.

3

Incident Management and Recovery Planning

3.1 Defined Service Level Agreements (SLAs) and support
processes in place for the management of security breaches
SLAs are necessary to define expectations between both customer and
supplier: they serve to create a mutually agreed level of support the
customer can expect to receive from the supplier for a given service. These
SLAs should be as in-depth as possible, and should cover customer needs,
expected resolution or recovery timescales, the level and availability of
service and other expectations relating to support of the service.
These documented agreements should be concise but comprehensive,
and cover how issues should be approached and resolved – including
expected response times in the event of any issues affecting content or
service delivery.
SLAs need to be accompanied by appropriate support processes,
such as maintaining an effective incident management plan. An
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incident management plan should outline the notification of key
personnel, any management escalation and communication chains
and actions for resolving information security incidents.
The plan will often take the form of a flow-chart, with clear decision
points that will ensure incidents are escalated appropriately and in a
timely manner. For a small organisation this escalation could be quite
simple and documentation in written form would be sufficient.
Most importantly, the plan should include a review process that will
identify any security failures and propose changes to existing
security policies.
3.2 Testable data recovery processes in place
In the event of a serious disruption or incident affecting digital content,
there should be provisions in place to ensure complete recovery of
affected content. These processes should be periodically checked
and tested to ensure the recovered data is a bit-for-bit match for the
original data (ideally via file hash or checksum verification against
asset records) and that all content and data critical to regular service or
operational agreements can be restored in this manner.
Testing of these processes should aim to meet agreed recovery
time objectives, and should be tested repeatedly against these
objectives. Data recovery can be very costly, so ensuring that the
data is stored securely across a range of locations is vital as part of
production planning.
To comply with this control suppliers must be able to demonstrate
that they have processes in place that periodically test data
recovery processes.
3.3 Plans in place that maintain essential operations in case of an
emergency
Suppliers should have incident management and disaster recovery plans
in place to provide contingency measures in the case of emergency.
These plans may not only be limited to information security, but should
ensure the core business services are able to continue in the event of an
incident, with as little disruption as possible. Plans may include business
contingencies for events such as long or short-term power outages,
fire, theft, natural disasters (flooding, earthquakes etc.), building or
infrastructure damage, malware or data corruption.
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3.4 Provisions and insurance available for Continuity of Service
in the event of company bankruptcy, product end of life or
business acquisition by a third party
There should be provisions and insurance in place to cover scenarios
where a company goes out of business, gets bought or uses a key
product which has now reached the end of its life.
These provisions should cover continuity of service and, in the case
of a severance of service, they should cover options to minimise any
disruptions and ensure all operational, financial and legal obligations
and agreements are met.

To comply with this control the suppliers need to have demonstrated
they have implemented redundancy in the design of their networks with
resilient links to the network and the Internet.

4

IT Security

4.1 Reasonable measures taken to prevent viruses and malware
from entering the facility or being loaded on to any systems
To comply with this control the following measures need to be
implemented:

To comply with this control, relevant measures should be implemented
such as the placing of source code or encryption keys of any critical
software into an escrow agreement or secure software repository. There
are many source code escrow agents who offer this service and both
suppliers and customers will need to agree suitable terms.

4.1.2 Virus scanning on external drives

3.5 Alternative methods in place for connecting to the network
and/or the Internet in the event of a failure of the primary
connection

Data loss caused by a virus or other malware can have serious
consequences for any operation and business. Malware infections
can affect the confidentiality and integrity of your data as well as its
availability. Malware scanning is essential and it is important that it is
run regularly alongside an appropriate Intrusion Detection System and
Intrusion Prevention System.

In the event of network failure, normal operations need to be brought
back online as quickly as possible. In the event of connectivity loss the
network design should ensure that connection to an alternative supply,
or access to another provider’s facilities, is available.
Resilience should cover all-area network access, ensuring relevant
network gateways and router access are uninterrupted in the event
of network or node failure. The level of redundancy is dependent on
business need and should be assessed based on varying factors relating
to network uptime, number of clients, bandwidth requirements and
other service-related requirements which may vary between different
providers’ infrastructures.
If the business is reliant upon making use of the Internet for file transfers
or general business communications, then contingency measures need
to be in place in case the main connection is disrupted – such as by a
denial of service attack or a fault in the connection. Depending on the
size of the business, this contingency may be via a different supplier
using different routes into the premises.
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4.1.1

Virus scanning on file transfers and emails

4.1.3 Anti-Virus software kept up to date

It is important to make sure that any files or emails received are scanned
for viruses. New versions of malware are being developed all the time
so it is also important to keep anti-virus, Intrusion Detection System and
Intrusion Prevention System software, and signatures up to date.
4.1.4

Firewall implemented

Firewalls are a key security measure because they operate as a barrier
between trusted networks and untrusted ones, such as the Internet.
They will provide protection from the vast majority of malicious
traffic – including the denial of service attacks often made against
media companies. However it is inevitable that some malware will
still succeed in bypassing the firewall – perhaps because it is a new,
unknown version, or because it has been delivered via a physical
device such a USB or CD.
To comply with the control, suppliers should demonstrate that they have
considered the use of appropriate firewalls in their network infrastructure.
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4.2 Policies and processes in place to run a properly managed IT
infrastructure

4.2.3		 Routine maintenance of equipment that connects to the
Internet

IT infrastructure can vary significantly from supplier to supplier. Some
will have infrastructure that is on-premise and others will have it offpremise in the cloud or co-located in a data centre.

Equipment that connects to the Internet such as Firewalls, Routers, WiFi
access points and Internet of Things (IoT) devices (such as smart sensors,
smart fridges, TVs etc), should be updated and installed with the latest
software patches immediately they become available.

Suppliers need to have policies and processes in place to be able to
manage the infrastructure regardless of where it is located. Often
the responsibility resides with a third party provider – in which case
they would need to ensure that they are managing the infrastructure
appropriately.
Suppliers will require processes such as change and configuration
management, hardware refresh and maintenance schedules etc.
4.2.1		 Vulnerability checking in place
Some software and operating systems may have unintended
vulnerabilities, and new vulnerabilities are being discovered all the time.
Suppliers need to demonstrate to customers how often they conduct
vulnerability checks, and how they implement a patching policy to fix
any identified weaknesses in their system security.
The supplier should have in place processes that routinely check for
both hardware and software vulnerabilities.
4.2.2 Patching of all devices is kept up to date. Mitigation plans
in place for equipment that cannot be patched
The Committed to Security Broadcast Checklist recommends that
manufacturers patch their products as soon as possible, but at least
within 90 days of a software vulnerability being exposed.
Suppliers should have an appropriate patching program to limit the
the risks from attackers. This can take some time to develop and
implement, and needs to be properly managed through a change
control process. Sometimes a patch to one part of a tool can have an
impact on how another part of the tool will operate – hence the need
to test the patch on a safe system that is segregated from the live
environment. Mitigation plans should be developed for any software
that cannot be patched.
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To comply with this control you should be regularly maintaining these
devices, keeping a record of all of the assets in the office that connect to
the Internet and ensuring that they are updated with any new software
updates as soon as they become available.
4.2.4 Encryption policies appropriate, understood and
consistently applied
To comply with this control, appropriate encryption policies and tools
must be implemented. The value of the digital content that requires
protection needs to be carefully considered. The greater the value, the
more measures need to be taken.
Where possible the strength of the encryption technology should be
based on a standard such as AES256. There is also a lower strength
encryption standard – AES128. However the DPP recommends AES256
as it provides additional cryptographic strength.
Ideally, full disk and/or boot disk encryption could be combined with
file and folder encryption to provide two layers of encryption to protect
digital content in case the first layer is compromised.
If mobile devices such as laptops, USB and portable hard drives are
used, they present a greater risk of being lost or stolen compared to
desktop devices. Encryption of these devices should be considered
– depending on the type of content that is transferred, exchanged or
stored on them.
If suppliers provide their own equipment to customers, they need to
ensure they have suitable protection in place (particularly in the case
of laptops and tablets) so that, in the event of loss or theft, customer
content and information cannot be accessed.
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4.2.5 Access to systems logged and auditable

4.2.8 Penetration tests routinely undertaken

It is necessary to understand where attackers have been once they have
breached your network so that security responses can be appropriately
targeted to mitigate and limit the damage caused.

Penetration testing (also referred to as pen testing) is used to test a
system, network or web application to find vulnerabilities that an attacker
could exploit. A skilled security engineer will try to access (or penetrate) a
system by using commonly adopted hacking techniques. By proactively
identifying security weaknesses, any vulnerabilities found can be patched
before they become widely known in the hacking community.

To comply with this control proactive monitoring alerts should be
implemented in system logs to flag any unauthorised access. This should
cover network traffic, server access logs and other critical systems.
4.2.6 User accounts and passwords well managed, and tiered to
only provide access to services relevant to particular users
The risk of unauthorised access can be reduced by limiting access to
services and systems that are necessary for an employee’s role. This
forms an integral part of ensuring confidentiality and integrity of content.
Keeping tight control over who has administrator rights to systems is
also a key way of staying secure. This makes it important to manage
access to accounts and to have a tight process to reset passwords.
It is important to have processes implemented to stop access to
accounts or systems if an employee leaves, is under disciplinary
investigation or on long term sick leave.
It may be appropriate to go as far as to have security vetting of the
staff that manage these processes.
4.2.7 Use of verification codes (such as SMS, a keypad or a
smartphone app) to provide a two-step login process
offered to customers
As password based authentication methods are becoming increasingly
easy to hack, verification of employees via two-step authentication is
becoming more necessary.
Two factor authentication could be by a number of different means,
from sending verification codes to a registered mobile phone number,
to implementing secure two step login processes, to using biometrics.

It is reasonable to consider penetration testing when implementing new
IT infrastructure in order to understand weaknesses in the systems being
used – especially if the content being managed is of high value. Regular
testing is also necessary to detect new vulnerabilities, especially on
devices that are exposed to untrusted networks, such as the Internet.
To comply with this control suppliers should routinely conduct
penetration tests, logging details of results and proactively updating
systems based on the results.

5

Commercial and Legal Considerations

5.1 Terms and conditions contain a framework and/or process for
dispute resolution, such as in the event of loss or damage to
digital content
It is important that if a customer has issues with its supplier there are
processes in place for redress. It may also be appropriate within a
contract to stipulate mediation or arbitration as a means of redress.
There are various accepted frameworks such as the EU Alternative
Dispute Resolution procedure or the Online Dispute Resolution
procedure for online transactions. These frameworks help to settle
disputes out-of-court, to avoid lengthy and expensive processes.
To comply with this control your terms and conditions of trade should
contain clauses that explain the redress procedure in accordance with
accepted industry frameworks – such those mentioned above.

Suppliers should consider implementing two or multi-factor
authentication mechanisms both internally in their organisations and
in their products or services.
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5.2 Content ownership rights respected in agreements (i.e.
content ownership rights cannot be transferred to a third
party without consent)
The supplier’s terms and conditions or contract would usually contain
copyright and other intellectual property rights (IPR) clauses which
may apply both to IPR owned by the customer and the supplier. It is
not uncommon for a supplier’s or customer’s IPR to be assigned (i.e.
legally transferred) to the other party under a contract – although it
is important to check that a transferring party is not transferring or
assigning any rights it is not expecting under such a contract.
For example, a supplier’s terms and conditions may allow the supplier
to freely use a customer’s content without any further approvals from
the customer – and the customer is unlikely to find this acceptable. Such
free use has certainly been the case with various social media platforms
in their role as suppliers/providers in the past.
Suppliers should invite customers to carefully inspect any terms and
conditions and acceptable use policies in relation to the use of IPRs (and
thereby of digital content) and seek clarification with the supplier if in
doubt. One way to limit a party’s use of IPRs is to say that the licence is
“exclusive” and “non-transferable”. Thought should also be given to the
extent of the territory in which the IPRs are being used and whether this
should be worldwide or limited on a territory by territory basis.
If the IPRs being granted to the other party under the terms of a licence
are not owned by the licensing party, the licensing party should ensure
that the licence which it has with the owner of the IPRs allows the
licensing party to sub-license the IPRs.
To comply with this control the supplier should ensure that the customer
is clear on what IPR rights are being granted.
5.3 Appropriate levels of insurance cover, Professional Indemnity
and Public Liability in place
Suppliers and customers both require adequate insurance to cover
against risks. The supplier should have an adequate level of Professional
Indemnity and Public Liability insurance.
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Professional Indemnity Insurance is a form of insurance cover purchased
by suppliers who provide services to their customers. It is used to
protect the supplier against a claim in the event there is an allegation
that inadequate advice, services or designs have caused their customer
financial loss.
Public Liability Insurance is a form of insurance cover purchased by
suppliers, designed to cover circumstances where a customer or
a member of the public suffers a loss, damage or injury while at a
supplier’s business premises or when working in such a supplier’s office
or business property.
A supplier may wish in addition to purchase specific cybersecurity
policies to cover loss or theft of content.
5.4 Systems and processes in place to protect personal data in
accordance with prevailing data protection laws
In circumstances where a supplier may handle personal data, suppliers
must comply with any relevant data protection laws in the territory in
which they operate. The supplier’s information security policies and
processes should be designed to accommodate the requirements
of such legislation. The supplier’s terms and conditions should also
include an obligation upon the supplier to comply with relevant data
protection legislation.
Data protection laws are changing, and anyone handling personal
data is likely also to be required to comply with the EU’s General Data
Protection Regulation (GDPR).
5.5. Third parties employed to provide any part of the service
adhere to cybersecurity best practice
Suppliers may wish to engage one or more third parties to provide
services (either whole or in part).
It would be usual for the supplier to remain primarily liable for any services
which it sub-licenses to a third party (e.g. sub-contractor). If the supplier
transfers or stores content with third parties, those third parties should
be encouraged, where possible, to complete the Committed to Security
Production Checklist. Third parties should, at the very least, contract to
comply with all relevant legislation and to adopt industry best practice.
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5.6 Confidentiality and Non-Disclosure agreements used when
handling sensitive content
Both suppliers and customers should consider whether a confidentiality or
non-disclosure agreement (NDA) is needed. Often the supplier’s standard
terms and conditions will contain confidentiality clauses but this may not
always be the case. If a production customer is working on a production
that is highly sensitive, a bespoke NDA may need to be put in place.
It is usually the case that a customer will need to discuss requirements
with a potential supplier prior to entering into a contract, so having
an NDA in place before beginning discussions will help maintain
confidentiality. There are NDA templates available online, but for
particularly sensitive or secretive discussions it may be best to seek
independent legal advice.
5.7 Appropriate access to systems for third parties appointed
by customers
Third parties acting on behalf of customers may require access to
data centre environments, for example when conducting routine
maintenance of co-located equipment or for audit purposes. Suppliers
should have provisions in place to allow for such access within
reasonable grounds and notice.
In cases where a production company is working on a particularly high
end commission, the commissioning body may wish to inspect such
third party facilities to ensure there are appropriate measures in place to
keep production data protected.

6

Training and Awareness

6.1 Regular IT Security Awareness sessions undertaken covering
Data Protection, Privacy and Anti-Piracy
It is not good enough to have Information security policies written
down: they need to be effectively communicated and owned by staff.
This means putting in place training materials, documentation and
workshops to support new employees or freelancers, and to make them
part of the induction or on-boarding process.
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Training programmes should cover all aspects of Information Security,
but particular attention should be given to data protection, privacy and
anti-piracy.
The team who manage information security should be suitably qualified,
with regular updates to their skills, based on cutting edge practice. As
with any technical discipline, techniques for exploiting systems and
services change all the time. Suppliers should make sure that continuing
professional development is in place to support the skills of appointed
information security representatives.

7

Long Term Preservation

7.1

Documented policy is in place describing how the files will
remain safe, accessible and usable over time for digital
content held in long-term storage

If a customer intends to store content for many years, some additional
factors come into play which may not be necessary for shorter-term
storage. This assessment covers the longer term security of digital
content and the supplier’s ability to protect content in the long and
short term.
One of the longer term risks is that there will be changes to the staff
involved in managing digital content during its lifetime. Suppliers should
document the policies and processes to be followed by whoever
continues to look after the content in the future.
There are three primary factors to consider: safety, accessibility and
usability.
SAFETY
The more content there is, and the longer it’s held, the more likely it is
to suffer some degradation, corruption, or loss during storage. This loss
could include: catastrophic failures; accidental corruption during crashes,
upgrades, or hardware replacement; or through ‘bit-rot’ – a low-level
random corruption of digital content over time.
The supplier should have measures in place to protect against some (or
possibly all) of these issues but a customer should be made aware from
the outset what level of protection is provided.
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ACCESSIBILITY
It’s possible for digital content to be very safely and securely stored on
a high-quality long-term storage medium, but a customer or even a
supplier may still find themselves disappointed at some point in the
future when they find they are no longer able to read it.
Many storage media products quote a “25 year life”, but that’s only a
commitment that the media will be uncorrupted – not that it will still be
possible to buy the hardware or software to read it.
For this reason, it’s standard archival practice to migrate between
formats as they near obsolescence, and a policy covering this migration
is essential for any long-term store.
USABILITY
Software and technologies evolve rapidly and it’s not always easy to
read files created some years ago. Both suppliers and customers need to
make sure that someone accessing the content in future doesn’t need
specialist software, equipment or knowledge to be able to understand,
decode or play the content.
It’s good practice to create a very simple text document to sit alongside
each archived collection describing what it contains and what
technology was used to create it.
7.2 An exit plan available to ensure the media and all related
metadata can be migrated to a future system
Before any digital content or metadata is put into a system,
consideration should be given to how it will be extracted in the future.
Not all systems provide a method to extract all media and metadata in
bulk without resorting to complex technical or software development
activities.
Similarly, if effort is put into manually adding metadata to the system –
such as by logging or cataloguing, adding descriptions or transcriptions,
and generally organising media – consideration should be given to
how easy it is to extract all this information so that it could be taken to
another system or provider at some point in the future.
As technology changes it is good practice to keep an up to date
exit plan. To comply with this control the supplier must be able to
demonstrate how the content can be easily extracted out of the system.
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7.3 Data integrity of long-term digital holdings actively managed
It is the nature of long-term archive holdings that much of the content
will go for a considerable amount of time without being used and so it’s
important to ensure that content that isn’t regularly accessed is just as
safe as content that is.
Checksums are one method of checking that content is safe. Checksums
calculate a ‘digital fingerprint’ for files when they are initially stored and
then periodically re-calculate that fingerprint to make sure that all the
files are intact.
To comply with this control the supplier must be able to demonstrate
that it has systems and processes in place to periodically calculate the
checksums of digital content to ensure its long term integrity.
7.4

List of archive holdings available that will detail the digital
content, and provide suitable descriptive information to allow
each item to be found and restored at a later date

To comply with this control the supplier should be able to generate an
accurate list of what is stored. This will help the supplier and customer to
determine if digital content is being held safely.
7.5 Suitable IDs used with each archived item to ensure that it can
be identified unambiguously
It is essential to have files names and descriptive information to help find
content; but to be absolutely confident of which piece of media is which,
unique identifiers are also required.
If digital content is going to be delivered, re-versioned, or deleted,
everyone involved needs to be sure they are talking about the same
piece of digital content, especially when a range of subtle variants
of each asset may be held. To make it easier to reference the correct
content, a unique identifier should be assigned to each piece of digital
content that is stored.
To comply with this control suppliers holding archived content should
implement a unique content identification system.
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Business Continuity and Resilience is a measure of how quickly digital
content and/or services can be restored or recovered in the event of loss,
disaster, or some other event which causes disruption to a supplier or
service provider’s normal operations.

Business Continuity and Resilience

8.1 Appropriate practices to protect digital content in place and
applied

In applying business continuity to digital content, best practice dictates
that a minimum of two copies exist for all digital content that is deemed
to be critical to ongoing operations. The local copy of digital content
should be duplicated at regular intervals, and there should be flexibility
in the system to enable content holders to determine the intervals on
the basis of acceptable risk of loss of the programme material.
Digital content duplicates should be stored securely. It is also best
practice to keep at least one secondary copy of all content off-site (i.e. in
a different physical location from the master copy) to minimise complete
loss of content in the event of incident or disaster. Digital content
should be kept in a secure, managed location and should be verified
periodically to ensure data integrity.
Off-site locations should be approved and staffed appropriately and, in
the case of third party storage providers, a risk assessment should be
made to ensure the solution offered is appropriate for the digital content
stored there. Both the service and location need to fit into recovery time
objectives to facilitate swift recovery from any disruption to business
operations.
The location where the digital content is being stored should be made
clear to the customer as they may have to consider the appropriateness
of certain geographic locations, taking into account whether the
location may be impacted by any laws that could be called upon if a
customer is investigating the government of a particular country. In the
case of European broadcasters it’s likely that dual site resilience will be
required within the European Economic Area (EEA).
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The solution offered to customers should be guided by acceptable
service downtime in the event of disruption to service or supply of
content or services – but with a high level of data resilience.
Both local and off-site solutions and digital content duplication
should be fully managed and overseen to ensure content integrity is
maintained throughout the service lifecycle, and the infrastructure
should be assessed to ensure the fastest recovery time in case of
disruption to operations, both in terms of content and services.
8.2 Fully managed and resilient infrastructure in use
What it means for infrastructure to be fully managed and resilient will
vary depending on the type of organisation. The measures implemented
need to be appropriate to the size and scale of the operation.
Suppliers will need to determine and plan for what is appropriate. A
small facilities house for example will need to consider management
of core and critical components or systems, such as power, network
equipment, servers and so on. Such management could be achieved by
ensuring that there are plans in place for routine maintenance, and by
making sure spares or warranty arrangements – or even spare licenses
– are available for systems.
Cloud based services providers, should ensure that any data centres they
use are suitably resilient. Third party hosting providers will have various
different options available – from storing the supplier’s own equipment
in their data centre facilities, to hosting services on the data centre’s
own equipment. When selecting these services from third parties it is
important to be aware that the service level is appropriate to your needs.
Suppliers should always allow for systems failure – whether the systems
are their own or belong to a third party. Equipment should have dualredundant power supplies where available. Also consideration should
be given to auto-failovers and graceful shutdowns. The agreements in
place with the third parties should consider Service Level Agreements
that guarantee an uptime, response time and a recovery time, and these
should be reflected back to the customer in the service that is being
offered to them as part of their requirements.
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Conclusion
The Committed to Security Production Checklist was created as a tool
to help companies to identify and protect themselves against modern
security risks. The checklist also offers a way of reviewing practices
and processes.
Of course any risk assessment or checklist is only as good as the level
of honesty used when completing it. It’s important not to commit to a
clause about which you are uncertain. It’s far better to check, question
and challenge.
The DPP expects to update the Production Checklist from time to time.
So if you identify ways in which you feel it could be improved, refined
or clarified, please let us know by emailing us at cybersecurity@
digitalproductionpartnership.co.uk. Best practice always comes from
those who deal with everyday realities; the whole industry can gain from
your insights. Thank you.
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