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Introduction
This guide assists the completion of the DPP’s Committed to Security
Broadcast Checklist.
The self-assessment checklist is intended for any supplier who works
within critical broadcast infrastructure.
By completing the Broadcast Checklist successfully, a supplier will be
able to demonstrate they follow and implement cybersecurity best
practice and proactively address cybersecurity issues as they are found.
Upon successful completion of the Broadcast Checklist the supplier
will be awarded an annual renewable license to use the Committed to
Security Broadcast mark, which can then be used to provide assurance
to customers and for promotional and marketing activities.

Who should complete the Broadcast Checklist?

An overview of the Broadcast Checklist
The Broadcast Checklist contains a number of controls spread across
distinct sections as detailed below:

1

DOCUMENTATION AND TESTING

2

AUTHENTICATION

3

CONTROLS

The Broadcast Checklist should be completed by suppliers. The term
‘supplier’ in the Broadcast Checklist refers to any company that is
supplying a product or service in the broadcast environment e.g.
a provider of playout or distribution services, edit systems vendor,
provider of cloud based applications or services, broadcast technology
manufacturer, internal technology department and so on. The term
‘customer’ in the checklist refers to a company buying a service from a
supplier e.g. a broadcaster, online channel or distributor.
The Committed to Security Programme awards the Committed
to Security Broadcast mark to any supplier that has successfully
completed the Broadcast Checklist (subject to the Terms and
Conditions of the programme).
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How to complete the checklist
The Broadcast Checklist comes in a spreadsheet format and consists of
two sections. The first section should be used to insert the details of the
company completing the checklist.
It contains the following fields which must all be completed.
•

Company Name

•

Checklist Completion Date

•

Address

•

Signature

•

Company Contact

•

Signatory Name

•

Job Title

•

Signatory Job Title

•

Email

•

Signature Date

•

Mobile

Most of the fields are self explanatory. However additional guidance is
provided for some of them as follows:
Company Contact
The Company Contact should be someone who can be contacted if
there is a query in relation to the checklist. Typically the contact should
be someone who is responsible for the checklist – although that might
be different from the person who signs the checklist.
Checklist Completion Date
Enter the date the checklist was completed.
Signature
The person signing the checklist must be authorised to do so by the
Company. The signatory should therefore be the person accountable for
cybersecurity for the company.
The signature can be a valid digital signature or the form can be printed
out and signed by hand.
If the form is signed by hand the completed checklist must then be
scanned. The scanned version or the digitally signed version should be
submitted electronically to the DPP for evaluation (send via email to
cybersecurity@digitalproductionpartnership.co.uk).
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Controls Section
The lower part of the spreadsheet is a table that describes the controls.
For each control a declaration of applicability and compliance is
documented.
The following column headers are present:
Control Reference
The numeric identifier for the control.
Description
A text based description of the control.
Applicability
Yes/No field to capture if the control is applicable to the supplier’s
product or service.
If a control is not applicable then No should be selected, and a brief
explanation should also be provided in the column titled Detail of
Non-Conformance.
Do you comply?
Yes/No field to capture whether the supplier complies with the control.
If the supplier complies, then Yes should be selected as the option and
further details should be provided in the Implementation Method
column (see below). The status should be set to Implemented in the
Status column.
If the supplier does not comply then No should be used and further
details should be provided in the Detail of Non-Conformance
(see below). The status should be set to In-progress or Planned (as
appropriate) in the Status column.
Implementation Method
In this column details of controls implemented in order to comply should
be provided. Reference can be made to a document (policy/procedure/
working instruction etc.). Alternatively a description can be provided of
the procedure in use, or technology/service/product being used.
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Status
There are three status options to choose from.
•

Implemented
Where a control has been fully implemented.

•

In-progress
Where work to meet the requirements of a control has begun but
not been fully implemented.

•

Planned
Where work has not yet started but is scheduled to start. In this
instance the start or completion dates should be provided in the
Detail of Non-Conformance column.

Detail of Non-Conformance
This column should be completed if a control is not applicable and
should be used to provide a brief explanation of the reasons why the
control is not applicable. It should also be used if a control is noncompliant – i.e. the control is in a Planned or In-progress state. In this
instance details should be provided of any planned works including
forecast dates of start, completion or mitigation. The planned works
should be completed prior to next renewal.
Mappings against other standards and recommendations (NIST,
ISO27001:2013, EBU R143, CDSA CPS, MPAA, CSA CCM)
The Broadcast Checklist has been mapped against controls in the above
standards and recommendations, to ease completion and to assist the
supplier in the planning and review of its implementation approach.
See the full list of references on page 11.
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The Checklist Controls
1

Documentation and Testing

1.1 Information security policies that have been written to meet
relevant aspects of best practice guidance (including but not
limited to NIST, ISO 27001, EBU R143, CDSA, MPAA, CSA)
Information security policies and processes (consisting of cyber and
physical security policies and processes) are created by organisations
to manage cybersecurity risks, and to protect digital, and other, content
they hold.
To comply with this control, information security policies must have been
created and communicated. They should set the overall framework for
how an organisation manages and classifies information from the point
of view of:
•

Confidentiality:
How can you ensure only the appropriate people have access to the
information?

•

Integrity:
How can you know that digital content won’t be lost, damaged or
manipulated?

•

Availability:
How can the customer access the information when they need to?

While this guide focuses on digital content, in practice information
security policies and processes should cover all information including
printed material.
Information security policies are at the core of any security management
system. Such policies may be designed from scratch to suit the specific
needs of an organisation; or they may be adapted from existing policies
used by others. What’s really important however is that information
security policies should feel appropriate to an organisation and,
above all, usable.
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The policies also need to contain details of the leadership structure
of those who will be held responsible and accountable for the
management of the information security policies in the organisation.
The level and type of documentation will vary depending on the nature
of your organisation.
A cloud based supplier that stores or processes content would need
to ensure that they have documented all of the steps taken to secure
their software, hardware and environment, and have robust quality
assurance and change management processes in place. A broadcast
equipment manufacturer, on the other hand, would need to document
the measures in place to ensure the security of the product.
Any documentation produced needs to be reviewed and updated on a
regular basis and any new practices must be carefully introduced and
documented under clear change control processes.
The documentation must be easily accessible (for example available to
download from the company intranet) and regularly communicated
to staff (for example, part of company induction processes or
employment contracts) or anyone else who has access to the
information and content handled by the company
A whole range of industry standards, best practice guides and
recommendations exist to support effective cybersecurity. The ones
presented here are not exhaustive; but the list represents those that
directly relate to the media industry.
As part of compliance with this control a supplier should provide
certification details relating to any formal security standard with which
they already comply.
It should be stressed however that it is not essential to the successful
completion of the DPP Broadcast Checklist to hold such certifications.
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1.2 Secure coding practice and penetration testing with
auditing (such as SOC I Type II-SSAE 16 certification) has
been implemented
It is essential for suppliers who develop their own software to design and
develop with a ‘secure by design’ policy in mind. Retrospective fixes to
vulnerabilities is costly and can be disruptive to operations.
A number of different guidelines exist to help develop secure software
and these include guidelines such as OWASP or CERT Secure Coding.
Suppliers should use these or similar secure coding practices to develop
any applications.
Once software has been developed (with security in mind) it still needs
to be tested for vulnerabilities. Penetration testing (also referred to as
pen testing) is used to test a system, network or web application to
find vulnerabilities an attacker could exploit. A skilled security engineer
will try to access (or penetrate) a system by using commonly adopted
hacking techniques. By proactively identifying security weaknesses, any
vulnerabilities found can be patched before they become widely known
in the hacking community.
It is reasonable to consider penetration testing when implementing new
IT infrastructure or software in order to understand weaknesses in the
systems being used – especially if the content being managed is of high
value. Regular testing is also necessary to detect new vulnerabilities,
especially on devices that are exposed to untrusted networks, such as
the Internet. Testing can be performed internally by qualified testers
or externally by independent third parties using one of the schemes
mentioned here.
An SSAE 16 Type II audit report may be relevant to your organisation,
however its applicability will need to be determined.
Suppliers should routinely conduct penetration tests, logging details
of results and proactively update systems based on the results. The
penetration tests may be provided by independent companies such
as those registered as CREST members or by internal staff who are
accredited by CREST or other such similar organisations (for example
TIGER Scheme, The Cyber Scheme or CHECK Scheme).
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1.3 Documented process that is implemented for automatic alerts
and notification of patch updates
Suppliers’ software or systems should document processes implemented
to enable automatic alerts, and notification of patch updates. This
could be via email, SMS, SIEMS integration or another configuration
management tool.
1.4 Products or services provided by the company have the
required physical and/or digital security controls, whether
they are delivered through the product, some software, or
as part of a service
Where a supplier is providing a product and/or service, that product
and/or service must meet the necessary documented physical and
security controls as outlined by this checklist, or as identified in other
industry best practice. These should be aligned to the organisations
cyber and physical security policies.
1.5 Where relevant the supplier, or their contractors, have a
24/7 contact number available to respond to a zero day
attack or other similar breach on their software, product
or service
A zero day vulnerability is an unknown flaw in the software, product
or system. It could result in an attack when a vulnerability is released
before a fix or patch for that vulnerability has been developed.
The supplier company, or their contractors, should have a 24/7 contact
number available to respond to attacks that exploit a zero day
vulnerability or other similar critical information security breach. This
process should be managed by a call tree structure implemented by
the supplier.
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2

Authentication

2.1 A secure centralised authentication solution used for all
users and accounts (e.g. Microsoft Active Directory or a
recognised LDAP solution)
A supplier’s products or services should be capable of being integrated
with systems such as Active Directory or LDAP to allow for role based
authentication of users and resources (e.g. broadcast equipment
connecting to the network).
The risk of unauthorised access can be reduced by ensuring that an
employee’s access is limited to those services and systems essential
to their role. This approach should be seen as integral to ensuring the
confidentiality and integrity of content.
Control over who has administrator rights to systems is a key way of
staying secure. This makes it important to manage access to accounts,
and to have a tight process for the resetting of passwords.
Validation against Active Directory or LDAP requires documented
policies around account creation and closure, and password complexity.
Active Directory or LDAP services need to be a current supported
version, designed and configured with recommended best practice
configuration guidelines. The design of the system should be
documented, and for larger implementations compliance reviews
should be conducted.
If LDAP is used, it should be configured with TLS as a minimum. Ideally
SASL based authentication with client security (X.509) certificates and
TLS should be implemented across products or systems. See rfc5802
( https://tools.ietf.org/html/rfc5802 ).
2.2 Secure authentication and network protocols used, such
as SSO and SSH, with integration with directory services
(e.g. LDAP, Active Directory or similar) and the ability
to segregate roles based on account and network
management. Multi-factor authentication considered
for externally facing services
It is increasingly challenging to remember the details of many different
login accounts that have been created for a single user or resource on
the network. Single-Sign-On (SSO) enables the user or resource to login
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to many different applications or devices using the details from a single
login account.
To accommodate certain user roles, the systems or applications should
be capable of working with SSO. For network authentication a secure
network protocol such as SSH, RADIUS, TACSACS or other similar
technology should be implemented. Specific infrastructure devices such
as switches, routers and firewalls connecting onto the network should
have role based authentication enabled.
Password based authentication methods are becoming increasingly
easy to hack. Verification of users or resources via two-step (or multifactor) authentication is helping to reduce this risk.
Two factor authentication can be achieved by a number of different
means, from sending a verification code to a registered mobile phone
number, to implementing secure two step login processes, to the use
of biometrics.
2.3 A product and/or service is capable of generating monitoring
data in a format that can be extracted, and provides key
performance metrics such as availability, utilisation, and so on
The ability to monitor systems and read logging data is a critical process
in threat detection and risk management. Suppliers must enable logging
in their systems, and offer it in their products, where applicable. This will
allow users to detect if there are any anomalies in the system operation
and whether there have been any breaches. The log data should capture
user activities, exceptions, faults, security events, etc.
Performance metrics combined with access logs will also help to identify
if there has been any unusual activity – such as malware that places
abnormal demand on processor utilisation.
Various systems and platforms exist for the management of logs, such as
Syslog and others. The systems should allow for quick searching of logs
across multiple systems.
A period of 3 months, or any other reasonable time as determined by
business need, is suggested as the length of time required to store logs.
Access to logs should be restricted to authorised roles only. Quarterly
reviews should be undertaken to check the protection of log information
from unauthorised access.
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2.4 A product or service supports Layer 3 network capabilities
and has the capability to constrain communications between
trusted and un-trusted sources by restricting source &
destination IP(s), as well as to minimise the number of TCP/IP
ports, to reduce the attack surface

Malware protection software must be installed on end user devices,
including any servers (virtual and physical). The malware protection
signatures and definitions need to be checked and updated on a regular
basis, as determined by the business needs. Scheduled and real time
scans should be implemented.

It is important for suppliers to manage their firewalls as they offer
protection from the vast majority of malicious network traffic. They are a
key security measure because they operate as a barrier between trusted
networks and untrusted ones, such as the Internet.

The configuration of any malware protection solutions needs to be in
accordance with the recommended guidelines provided by the solution
provider. Any solution put in place needs to be monitored, so that an
appropriate response is taken when an alert is issued.

Firewalls should be configured to only allow the application specific
ports and protocols between specific network devices.

Gartner Magic Quadrants or other similar industry benchmarks can be
used as guidance for the selection of an appropriate high performing
malware protection solution.

Products or services offered by the supplier should be capable of
constraining the traffic between trusted and untrusted sources.
Further guidance on best practice can be obtained from CIS
Benchmarks or similar.

3

Controls

3.1 Active malware protection implemented with best practice
configuration that is supported (patched), updated
(signatures) and monitored
The following measures need to be implemented:
•

Virus/malware scanning on file transfers and emails

•

Virus/malware scanning on external drives

•

Anti-Virus/anti-malware software kept up to date

Data loss caused by a virus or other malware can have serious
consequences for any operation and business. Malware infections
can affect the confidentiality and integrity of data as well as its
availability. Malware scanning is essential and it is important that it is
run regularly.
It is important to ensure any files or emails received are scanned for
viruses. New versions of malware are being developed all the time, so
it is also important to keep anti-virus software up to date.
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3.2 Support for risk management assessment and
monitoring tools
Suppliers should use appropriate risk management assessment and
monitoring tools and any products should be able to work with
common monitoring tools. These may include specialist broadcast
monitoring tools, as well as SNMP, WMI, or other resource monitoring.
3.2.1 Applications use appropriate protocols which have the ability
to be secured, e.g. using HTTPS/REST (TCP/443) instead of
CIFS (TCP/445), MSSQL (TCP/1433). They are capable of being
monitored and analysed by security tools
Applications offered to customers or used by the supplier should be
secure, monitored and capable of being analysed by security monitoring
tools. Consideration should be given to the relative strengths and
weaknesses of different protocols when deciding which to use.
3.3 Use made, where necessary, of documented security control
guidelines provided by the third party cloud services, together
with best practice
If a supplier uses third party cloud services – whether public, private
or hybrid – to deliver all or part of their service, they should configure
those services in accordance with the cloud vendor’s recommended
configuration guidelines.
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3.4 Critical systems have the option to disable USB ports and
other external media interfaces. They also have the ability
to disable auto-start of removable media as a pre-set (e.g.
USB/DVD/SD Card etc)
Critical infrastructure products should have the capability within their
configuration options, to disable USB ports or other interfaces that have
the ability to read external drives. It should also be possible to disable
auto-start (automatic loading) of devices connected to USB ports (or
other interfaces). Suppliers should consider applying this approach to
their own internal infrastructure.
3.5 Sensitive data encrypted at rest and in transit using industry
standard best practice encryption techniques (e.g. AES256)
To comply with this control, appropriate encryption policies and tools
must be implemented. This approach applies in two contexts. The first is
where the supplier is processing, storing or handling customer data, in
which case the supplier should offer to encrypt any data that is sensitive.
The second is where the supplier offers a product or service which needs
to remain functional in the event the customer encrypts any data that
may reside on it.
The value both of the digital content that requires protection and the
system storing that content needs to be carefully considered. Obviously,
the greater the value, the more measures need to be taken.
If a supplier provides its own equipment to a customer, it needs to
ensure it has suitable protection in place (particularly in the case of
laptops and tablets) to ensure that customer data cannot be accessed in
the event of theft or loss.
Where a supplier’s products or services handle or process sensitive data,
there should be options available to the end user to encrypt the data in
accordance with best practice recommendations.
Ideally, full disk and/or boot disk encryption could be combined with
file and folder encryption in order to provide two layers of encryption
to protect digital content.

3.5.1

Communication between systems is encrypted, using
industry standard algorithms (e.g. AES256)

Strong encryption technology should be used, based on a standard
such as AES256 or similar. This encryption is to be used for machine to
machine communication at the application layer of the TCP/IP suite.
3.5.2 A key management plan available when utilising encryption
It is important to have a key recovery plan in place that considers the
storage of encryption keys (storing multiple copies of a key in different
locations could increase vulnerability).
Where applicable, a supplier should allow the end user of their service to
have control over the master key for encryption. If a master key cannot
be handed over to a customer then consider if it is possible to make use
of an encryption key escrow service, where a trusted third party is used
to store the master encryption key in escrow.
3.6 Applications
3.6.1

Any OS/application systems is in current support and
patches are applied as soon as possible, and at least within
90 days of release

Suppliers should have an appropriate patching programme to limit the
ability of attackers to do damage. This programme can take some time
to develop and implement, and needs to be properly managed through
a change control process. Sometimes a patch to one part of a tool can
have an impact on how another part of the tool will operate – hence
the need to test the patch on a safe system that is segregated from the
live environment.
Critical patches need to be implemented as soon as possible, noncritical patches should be implemented within a month but no later
than 90 days of release.
3.6.2 Applications support proxy services for both inbound and
outbound traffic when initiating Internet access
The products or services of a supplier should be compatible to work
with proxy servers, as proxies offer an added level of protection when
applications connect to the Internet.
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3.6.3 Applications run as a service, rather than in a “User mode”
Applications for infrastructure components should be developed
and run as a service as opposed to in “User mode”. This means the
application will not require a user account to be logged in before
starting, and would not stop running when a user logs out.
3.6.3.1		 Applications have an option to run in a non-admin context
Applications that are part of infrastructure components should be
developed to run as a non-admin user. When the access level privileges
are set for the application they should provide the option to run as a
non-admin user.
Running as an admin user would mean that if the application was
infected with malware, then it will have full admin rights across the
system and could therefore cause serious damage.
3.6.4

Conclusion
The Committed to Security Broadcast Checklist was created as a tool to
help companies to identify and protect themselves against modern
security risks. The checklist also offers a way of reviewing practices
and processes.
Of course any risk assessment or checklist is only as good as the level
of honesty used when completing it. It’s important not to commit to a
clause about which you are uncertain. It’s far better to check, question
and challenge.
The DPP expects to update the Broadcast Checklist from time to time.
So if you identify ways in which you feel it could be improved, refined
or clarified, please let us know by emailing us at cybersecurity@
digitalproductionpartnership.co.uk. Best practice always comes
from those who deal with everyday realities; the whole industry can
gain from your insights. Thank you.

Industry standard best practice password complexity
requirements are implemented where Transport Layer
Security (e.g. SSL, TLS, IPsec) is used for accounts

Transport Layer Security should be used where login credentials are
being exchanged. The password associated with the login credentials
should meet industry standard best practices for complexity rules.
Guidance from the National Cyber Security Centre or NIST can be used
to help determine password complexity rules.
3.6.5 Industry best practice for system hardening (e.g. CIS
benchmarks) is used to ensure only minimum required
system services are active
Only minimum required services should be running on systems, and
should be configured by applying system hardening principles.
System hardening profiles can be in accordance with industry best
practice, such as CIS Benchmarks or SANS Institute – though not all
systems will have a CIS Benchmark available. Manufacturer guidelines
should be used in these circumstances.
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